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Security Association (SA) Used to negotiate security attributes and indicate the DOI and
Situation under which negotiation i1s taking place.

Proposal (P) Used during SA negotiation; indicates protocol to be used and
number of transforms.

Transform (T) Used during SA negotiation; indicates transform and related SA
attributes.

Key Exchange (KE) Supports a vanety of key exchange techniques.

Identification (ID) Used to exchange identification information.

Certificate (CERT) Used to transport certificates and other certificate- related
information.

Certificate Request (CR) Used to request certificates; indicates the types of certificates
requested and the acceptable certificate authorities.

Hash (HASH) Contains data generated by a hash function.

Signature (SIG) Contains data generated by a digital signature function.
Nonce (NONCE) Contains a nonce.

MNotification (N) Used to transmit notification data, such as an error condition.

Delete (D) Indicates an SA that is no longer valid.
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Threats Consequences Countermeasures
Integrity * Modification of user data Loss of information Cryptographic
* Trojan horse browser Compromise of machine checksums
* Modification of memory Vulnerability to all other
¢ Modification of message threats
traffic in transit
Confidentiality | ¢ Eavesdropping on the net Loss of information Encryption, Web
e Theft of info from server Loss of privacy proxies
¢ Theft of data from client
* Info about network
configuration
¢ Info about which client talks
to server
Denial of * Killing of user threads Disruptive Difficult to prevent
Service ¢ Flooding machine with bogus Annoying
requests Prevent user from getting work
¢ Filling up disk or memory done
¢ [solating machine by DNS
attacks
Authentication | ® Impersonation of legitimate Misrepresentation of user Cryptographic
users Belief that false information techniques
* Data forgery is valid
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HTTP FTP SMTP

HTTP

FTP

SMTP

TCP

SSL or TLS

S/IMIME

IP/TPSec

TCP

Kerberos SMTP | HTTP

(a) Network level

1P

uDP TCcP

IP

(b) Transport level

(c) Application level
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SSL and TLS protocols

Protocol ¢ Published ¢ Status 4
SSL1.0 Unpublished Unpublished
SSL 2.0 1995 Deprecated in 2011 (RFC 6176 %)
SSL 3.0 1996 Deprecated in 2015 (RFC 7568 )
TLS 1.0 1999 Deprecation planned in 2020017
TLS 1.1 2006 Deprecation planned in 2020017
TLS 1.2 2008
TLS 1.3 2018
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Handshake
protocol

Change
cipher spec
protocol

Alert
protocol

HTTP

Heartbeat

protocol

Record protocol

TCP

IP
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DES .DES-40 .RC2-40 (ADEA sla o650 51 S 5l ool
AES RC4-128 .RC4-40 .Fortezza 3DES
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Record JsGg, Jlosl

Application data

Fragment

i
Compress W
i N
N ICRN AN

02026267670 % % %%
Encrypt 0%%% %% %% %% AES 128,256 | RC4-128 128
3DES 168

Block Cipher Stream Cipher

Append TLS

XK
record header I”” 2RRRXHX

02020 %0 %0 %0 %0 %0 % %

€
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Content| Major | Minor Compressed
type [ version | version length

076767656 2662622 %6 % %% %6 % %6 %% %% % %%
0767676050 %050 %076 %6 %% % % %0 %0 %0 % % % % % %%
1205056505050 %0 %0 %0 %0 %00 %0 %0707 %% % % % % 2 %
070767656 %6 % % % 207076767676 6 0 % %

1207000 % % %% RRHIRKS
02600505 %. SORRK
26262625 % : 02626262
1%6% %% %% % A 90262620 %
KISk compressed ) $5¢5¢5S
07076767626 0 %6 000850003

9

o0
S
SOK

Encrypted
O
O
%%

9

1207070 % % % %% oY% %
1207676707050 50 %0 %0 %0 %% %6 %6 % % % % % %%

0‘0

126%%6%6%6 %6 %070 707670 %0 %0 % % % % %% %%
070707070 %6.%%6% %% % %% % %0 20 20 20 Yo e
D025 %% % %0 %0 %0 %0 00 %0 %0 %0 % %0 20 %
1%% %% %% % %0 %0 %0 %0 %0 Ye Yo Yo e
070707070 %0%6%% %% %% % %%

NN NN NN N NN N NN NN NN NN NN\
6::::::::: MAC .16 o 2es) oS
’9.9.0.0.0 ' 9,
QAAAAAAAAAAAAAAAAAAAA
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unexpected message, bad record mac, decompression failure,
handshake failure

1 byte 1 byte
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| byte 3 bytes = () bytes

Type Length Content

Handshake Protocol
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Handshake JsGq slols g9l

TLS Handshake Protocol Message Types

Message Type Parameters

hello_request null

client hello version, random, session id, cipher suite, compression method
server hello version, random, session id, cipher suite, compression method
certificate chain of X.509v3 certificates

server_key_ exchange parameters, signature

certificate_request type, authorities

server done null

certificate_verify signature

client_key exchange parameters, signature

finished hash value
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SSL Handshake |sGg

Server

clien t_he] lo

Phase 1

Establish security capabilities, including
protocol version, session ID, cipher suite,
compression method, and initial random
numbers.

’W

server _key—° exchang®

¢
cmiﬁcate-‘eques

mrverﬂhe\lo,done

Phase 2

Server may send certificate, key exchange,
and request certificate. Server signals end
of hello message phase.

Time

W‘

clj

:en[‘key_,excha nge
Cerlificate_ verify

Phase 3

Client sends certificate if requested. Client
sends key exchange. Client may send
certificate verification.
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Phase 3
Y Client sends certificate if requested. Client

sends key exchange. Client may send
certificate verification.

Phase 4
Change cipher suite and finish
handshake protocol.

Note: Shaded transfers are
optional or situation-dependent
messages that are not always sent.
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Overall Rating

WWW.SSLLABS.COM Lo

Certificate
Protocol Support
Key Exchange

Cipher Strength
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SSL/TLS Vulnerability &
Configuration Scanner

Check the supported protocol, server preferences,
certificate details, common vulnerabilities and more

www.shilat-gilan.ir @& CHECK TLS VULNERABILITY

| am authorized to scan this target and | agree with the Terms of Service
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WWW.HUBSPOT.COM /SSL-CHECKER

st glan Check 5

Safe and secure. Nice job. SSL certificates protact websites from attacks and give

visitors confidence that your site is authentic and trustworthy.
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TLS.IMIRHIL.FR/HTTPS

[HTTPS] www.shilat-gilan.ir (vion, 07 oct 2019 12:29:52 +0000)

www.shilat-gilan.ir - 136.243.32.122 : 443

Scores {4 Protocols =E

Pooc - ——
Key exchange ‘ 507100 Diffie Hellman : [
Cipher Coaa prackees £

Overall 81.0/100

Key exchange Authentication Encryption MAC
Name Type Keysize  Type Keysize Type Keysize  Block size Mode  Type Size PFS
 TLSv1.2 |
. ECDHE-RSA-AES256-GCM-SHA384 ECDH 256 RSA 2048 AES 256 128 GCM SHA384 384 PFS
. ECDHE-RSA-AES256-SHA384 ECDH 256 RSA 2048 AES 256 128 CBC SHA384 384  PFS
. ECDHE-RSA-AES128-GCM-SHA256 ECDH 256 RSA 2048 AES 128 128 GCM SHA256 256 = PFS
. ECDHE-RSA-AES128-SHA256 ECDH 256 RSA 2048 AES 128 128 CBC SHA256 256 | PFS
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= POODLE (SSL3, TLS, Zombie POODLE)
= DROWN
= Heartbleed

= CRIME
= FREAK

= Downgrade
= ROBOT

= RC4
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POODLE
N TLS 1.2 Request

2] TLS 1.1 Request
(5] TLS 1.0 Request

Side Channel Attack Servers Compatible

with SSL 3.0 running

HTTPS

: POP3s

SMTPs

IMAPs

FTPs
Teinets

Y

A : _ Weak SSL 3.0 traffic
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